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1 About the Company 

 

The Jamaica Institute of Financial Services (JIFS) is a leading professional development and 

training institution dedicated to enhancing the skills and knowledge of individuals in the financial 

services industry. Through strategic partnerships with globally recognized institutions, including 

the Bangor School of Business and the International Compliance Association (ICA), we offer a 

diverse range of specialized courses tailored to professionals in the Jamaican and Caribbean 

business context. 

 

At JIFS, we are committed to supporting the professional growth of our members and the 

development of the financial services sector. Our Financial Services Training Institute provides 

world-class training programs designed to equip individuals with the practical skills and 

qualifications needed to succeed in an increasingly complex and regulated industry. 

 

In addition to our training services, JIFS facilitates valuable industry networking and research 

initiatives. Our Research Club conducts industry research, surveys, and shares relevant materials 

to keep our members informed about the latest trends and developments. We also offer on-

demand research services for our members, helping them stay ahead in a competitive market. 

 

Furthermore, the JIFS Finance Club fosters meaningful social exchanges by hosting quarterly 

events that bring together senior executives, business leaders, and professionals to strengthen 

relationships and discuss industry innovations. 

 

At JIFS, we are committed to shaping the future of the financial services industry by providing 

top-tier educational opportunities and building a strong, connected professional community. 

 

 

 

 

 

 



4 
Prepared by: Collin Brown, Research Analyst, JIFS – December 11, 2024  

2 Background 
 

Identity and document authentication have become increasingly essential locally, regionally, and 

internationally. Identity documentation serves as a foundational layer of security, enabling 

individuals to prove who they are and helping organizations, employers, and customers establish 

trust. Authentication ensures that identity information and documents—like passports, driver’s 

licenses, and ID cards—are genuine, which is crucial for protecting against fraud, maintaining 

legal integrity in agreements, and upholding client trust. As digitalization and globalization 

advance, these processes are increasingly important to secure personal and financial data.  

Over recent years, there has been a significant rise in fraud and identity theft, especially in the 

financial sector. The Federal Trade Commission reported 1.4 million cases of identity theft in 

2021, with government document fraud representing the highest number of cases and causing 

losses estimated at $10.2 billion. Loan and credit card fraud are also on the rise, reflecting a trend 

we observe not only in the United States but in the Caribbean as well. According to a Global 

Financial Integrity report, identity, loan, and credit card fraud have surged in the region, posing 

new challenges for financial institutions to address. 

Given this rise in fraudulent activities, many companies and financial institutions are taking 

proactive measures to strengthen their identity and document authentication processes. These 

efforts aim to safeguard sensitive information, protect customers, and uphold the integrity of 

financial transactions.  

1.1 Purpose 

 

This paper provides a comprehensive summary of the key discussions that took place on 

Wednesday, December 4, 2024, at the Terra Nova All Suite Hotel Jamaica, under the theme 

“Building Resilience: Securing the Future.” The seminar brought together leading experts from 

the banking sector, government agencies, private companies, and other fields to address the 

pressing issue of document and identity fraud. Discussions centered on strategies to authenticate 

documents, protect businesses and consumers, and ensure a more secure future for both digital 

and physical transactions. 

The seminar highlighted several critical topics, including: 
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1. Data Privacy & Protection: Strategies for Resilience 

2. The Electronic Transactions Act and Financial Regulation 

3. Authenticating Land Titles 

4. Securing Identity: Combatting Fraud in Financial Transactions and Document 

Authentication 

5. Security Features of the Jamaican Passport 

6. Examining Jamaica’s TRN and Driver’s Licenses 

This report aims to provide a detailed overview of the key insights shared during the seminar. Its 

primary goal is to educate readers on the emerging challenges and strategies surrounding 

document and identity fraud. Additionally, it seeks to facilitate informed decision-making within 

the business and financial sectors, while also providing valuable knowledge for individuals and 

consumers across all industries. 
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3 Data Privacy & Protection: Strategies for Resilience 

 

This section explores Data Privacy and Protection: Strategies for Resilience, emphasizing the 

importance of safeguarding personal and organizational data under evolving data protection 

regulations, particularly the Jamaica Data Protection Act (JDPA). Data privacy is a critical issue 

in today’s digital landscape, where organizations handle vast amounts of personal information. 

The JDPA, modelled after international frameworks like GDPR, provides standards to ensure 

transparency, accuracy, security, and fairness in data handling. Compliance is essential not only 

for legal adherence but also for building trust and protecting individuals from privacy breaches 

and misuse. 

3.1 Key Points 

 

• Understanding Organizational Requirements: Organizations must understand their 

obligations under laws like the JDPA, ensuring compliance with standards such as 

lawful processing, data minimization, and subject rights. 

• Global Trends: According to Forbes, data privacy remains a top strategic priority 

for organizations, highlighting the need for proactive measures to secure personal 

data. 

 

• Frameworks for Data Protection: The JDPA introduces eight core standards, 

including security measures, purpose specificity, accuracy, and international 

transfers, aligning closely with GDPR principles. 

 

• Legitimate Interest Assessments (LIAs): A structured approach to determine if 

data processing is justified under legitimate interests, balancing organizational 

needs with individual rights. 

 

• Data Integrity and Accountability: Ensuring data accuracy and up-to-date 

information is crucial for decision-making and investigation processes, 
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necessitating strong governance and clear roles between controllers and 

processors. 

3.2 Core takeaway  

 

Data privacy is not merely a regulatory requirement but a fundamental practice to protect 

individuals and maintain organizational integrity. With robust frameworks like the JDPA, 

organizations have a clear path to ensure compliance, enhance resilience, and foster trust in their 

processes. 

3.3 Recommendation 

 

• Conduct comprehensive audits to identify data collection, storage, and sharing practices. 

 

• Train staff on JDPA compliance and the importance of protecting personal data. 

 

 

• Develop a data privacy program focusing on visibility, justification, and demonstrability. 

 

• Regularly perform Legitimate Interest Assessments (LIA) to balance organizational 

needs with individual rights. 

 

• Implement strong security measures and incident response plans to mitigate potential 

breaches effectively. 

3.4 Implications  

 

Failure to address data privacy exposes organizations to legal penalties, reputational damage, and 

loss of consumer trust. Conversely, proactive strategies can enhance stakeholder confidence, 

support regulatory compliance, and position organizations as leaders in ethical data management. 
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4 The Electronic Transactions Act and Financial Regulation 

 

The Electronic Transactions Act (ETA), enacted in 2006 and effective in April 2007, serves as a 

foundational framework for supporting electronic commerce in Jamaica. By granting legal 

recognition to electronic records and signatures, the Act removes barriers to digital transactions 

and enhances the efficiency of operations within both the public and private sectors. With the 

rapid expansion of digital financial services and the increasing risks of fraud and cybersecurity 

threats, the ETA plays a crucial role in promoting secure, regulated, and efficient electronic 

commerce. The Act applies to transactions where all parties involved have agreed to conduct 

them electronically. However, it specifically excludes certain areas, such as the execution, 

alteration, or revocation of wills; the transfer of interests in real estate; and the creation, variation, 

performance, or enforcement of trusts and powers of attorney. These exclusions help maintain 

clarity and legal safeguards for transactions requiring heightened scrutiny. 

 

4.1 Objective of the Electronic Transaction Act 

 

The objectives of this initiative are to make electronic transactions more efficient by ensuring the 

reliability of electronic documents. It aims to support the development of the legal and business 

infrastructure needed for secure electronic commerce while removing uncertainties around 

writing and signature requirements that often hinder such transactions. The initiative also seeks to 

establish clear and consistent rules for the authentication and integrity of electronic documents. 

Additionally, it strives to simplify the process of electronically filing information with 

government agencies and statutory bodies, ultimately improving the delivery of government 

services using electronic documents. 
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4.2 Transaction Act FACILITATED BY THE ELECTRONIC 

TRANSACTION ACT 

 

The Electronic Transactions Act facilitates various regulatory and operational processes, 

including applying for licenses and approvals and ensuring compliance by regulated entities with 

their obligations. Under the Banking Services Act, it supports applications for approval to appoint 

agents, while under the Securities Act, it enables applications for dealers' and investment 

advisers’ licenses as outlined in the Securities (Licensing and Registration) Regulations, 1996, 

which require typewritten forms and original signatures. It also supports compliance with the 

provisions under the Securities (Disclosure of Interest) Regulations, 1999. For example, Section 

15(3) mandates that every licensed dealer in commercial paper authorized by a resolution must 

retain the signed original of each resolution. Additionally, dealers in an issuer's commercial paper 

are required to keep the signed original of the certificate of incumbency, verifying the signatures 

of individuals authorized to sign on behalf of the issuer.  

Furthermore, the schedule of the information memorandum must include a statement indicating 

that these documents are available for inspection by potential investors at the licensed dealer's 

office. The Act also streamlines the collection of Know Your Customer (KYC) information under 

the Proceeds of Crime Act (POCA) and facilitates the filing of reports with government bodies 

such as the Bank of Jamaica (BOJ), Financial Services Commission (FSC), and Financial 

Investigations Division (FID). Moreover, it supports the submission of Suspicious Transaction 

Reports (STRs) and Threshold Transaction Reports (TTRs) under POCA, as well as prudential 

reporting requirements to the BOJ, including monthly balance sheets, loans and deposits flow, 

maturity profiles, and repricing gaps. 

4.3 THE ELECTRONIC TRANSACTIONS ACT: In-Writing 

Requirements  

 

The Electronic Transactions Act provides clarity on the concept of information being "in 

writing" in a digital context. According to the Act, any legal requirement for information to 

be provided in writing can be satisfied electronically, provided that certain conditions are 

met. These conditions are: 
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1. Accessibility and Retention 

Information provided electronically is considered "in writing" if it is reasonable to expect 

that the information would be readily accessible and capable of being retained for 

subsequent reference by the recipient. 

2. Government Requirements 

If the information is intended for the Government, additional requirements may apply: 

o The Government may specify that the information must be given using a 

particular technology or in a specific format. 

o The Government may require actions to verify the receipt of the information and 

such requirements must be fulfilled. 

3. Consent for Non-Government Recipients 

When the information is to be provided to someone other than the Government, it is 

essential that the recipient consent to receiving the information electronically. 

Scope of "Giving Information" 

The Act outlines various activities that fall under the concept of "giving information," 

including: 

• Making an application 

• Submitting or lodging a claim 

• Serving a notice 

• Lodging a return 

• Making a request 

• Issuing a declaration 

• Submitting or issuing a certificate 

• Lodging an objection 

• Providing a statement of reasons 
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4.4 THE ELECTRONIC TRANSACTIONS ACT: Electronic signatures  

 

The Electronic Transactions Act provides an outline for the use and recognition of electronic 

signatures in legal and transactional contexts. 

Definition of an Electronic Signature 

An electronic signature is defined as information that: 

• It is contained in, attached to, or logically associated with an electronic document. 

• It is used by a signatory to indicate their adoption or approval of the content within that 

document. 

It is important to note that the Act explicitly excludes signatures produced by facsimile 

machines or electronic scanning devices from this definition. 

Requirements for Legal Recognition 

Under the Act, if a law requires a person's signature about any information, this requirement 

is considered met when the information is provided electronically, provided that the 

following conditions are satisfied: 

1. Identification and Approval 

A method must be used to identify the signatory and indicate their approval of the 

information provided. 

2. Reliability of the Method 

The method used to provide the signature must be as reliable as appropriate for the 

intended purpose, considering all relevant circumstances and any agreements between the 

parties. 

3. Government Requirements 

If the signature is to be provided to the Government, any specific information technology 

requirements set by the Government must be adhered to. 

4. Consent for Non-Government Recipients 

When the signature is intended for a party other than the Government, the recipient must 

consent to the use of the electronic signature method. 
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4.5 THE ELECTRONIC TRANSACTIONS ACT: Attestation of 

Documents 

 

The Electronic Transactions Act establishes guidelines for attesting to documents and signatures 

electronically, ensuring they meet legal requirements. 

Requirements for Attestation 

Where the law mandates that a document or signature must be attested, acknowledged, 

authenticated, notarized, verified, or made under oath, these requirements are considered satisfied 

electronically if the following are attached to or logically associated with the document: 

1. Encrypted Signature 

The document must include the encrypted signature of the individual. 

2. Identity Attestation 

For documents requiring a signature, the individual must provide a statement attesting to 

their identity. 

3. Legal Compliance Certification 

The individual must include a statement certifying that all obligations imposed by any 

other relevant laws governing the document's legal validity have been fulfilled. 

4. Additional Required Information 

Any additional information required under applicable laws must also be included. 

4.6 THE ELECTRONIC TRANSACTIONS ACT: Production of 

Documents 

 

Production of Documents 

The Electronic Transactions Act outlines the conditions under which documents can be produced 

electronically, ensuring they meet legal and practical requirements. 

Requirements for Producing Documents 

If a document is required to be produced electronically, the following conditions must be 

satisfied: 
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1. Government Requirements 

When the document is to be produced for the Government, additional criteria may apply: 

o The document must be produced in a specific electronic format or manner, as 

required by the Government's information technology standards. 

o Any specific actions required to verify the receipt of the document must be 

completed. 

2. Consent for Non-Government Recipients 

If the document is to be produced for an individual or entity other than the government, 

the recipient must consent to receive the document electronically. 

 

4.7 THE ELECTRONIC TRANSACTIONS ACT: Document Retention 

 

The Electronic Transactions Act establishes clear guidelines for retaining documents 

electronically, ensuring compliance with legal requirements. 

Conditions for Electronic Document Retention 

When the law requires information to be retained (whether in original form, in writing, or 

electronically) for a specified period, this requirement can be met electronically if the following 

conditions are satisfied: 

1. Accessibility for Reference 

o At the time the information was first generated electronically, it was reasonable 

to expect that it would remain readily accessible and usable for subsequent 

reference. 

2. Integrity Assurance 

o The method of electronic retention used must provide a reliable means to ensure 

the integrity of the information over time. 
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3. Retention of Traffic Data 

o Traffic data related to the information must also be retained electronically 

throughout the specified period. 

4. Traffic Data Accessibility 

o At the time the traffic data was first generated electronically, it was reasonable to 

expect that it would remain readily accessible and usable for subsequent 

reference. 

5. Specific Storage Requirements 

o If the law requires the information to be retained on a particular type of data 

storage medium, this requirement must be met for the entire specified period. 

Third-Party Retention Services 

The Act also allows third-party services to satisfy document retention requirements, provided all 

the conditions outlined above are fulfilled. 

These provisions ensure that electronic document retention is legally valid, reliable, and capable 

of meeting long-term accessibility and integrity standards. 

4.8 Regulator Responsibility 

 

Bank of Jamaica Act 

Under the Bank of Jamaica Act, the Supervisory Department promotes the safety and soundness 

of Deposit-Taking Institutions (DTIs) and the deposit-taking system. To fulfil this mandate, the 

Department is responsible for: 

1. Supervision and Examination 

o Conducting the supervision and examination of licenses under the Banking 

Services Act (BSA) and other relevant enactments. 
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2. Oversight of Financial Entities 

o Supervising specified financial institutions and credit bureaus. 

Financial Services Commission Act 

The Financial Services Commission (FSC) is responsible for protecting customers of financial 

services by ensuring the effective regulation and oversight of financial institutions. The FSC's 

responsibilities include: 

1. Supervision and Regulation 

o Supervising and regulating prescribed financial institutions. 

2. Risk Management Promotion 

o Encouraging the adoption of procedures for risk control and management by the 

management, boards of directors, and trustees of such institutions. 

3. Stability and Confidence 

o Promoting stability and fostering public confidence in the operations of 

prescribed financial institutions. 

4. Public Education 

o Enhancing public understanding of how these financial institutions operate. 

5. Modernization and Competitiveness 

o Advocating for the modernization of financial services to align with international 

standards of competence, efficiency, and competitiveness. 

4.9 Opportunities 

 

• Digital national IDs 

• Use of blockchain technology for document verification 

• Implementation of AI-based fraud detection systems FIs to create a uniform and robust system 
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4.10 Points to Consider 

 

• Systemic Risks 

Systemic risks pose a significant threat to the stability of financial systems and must be 

mitigated through robust regulatory and supervisory frameworks. 

 

• Consumer Protection 

Consumer protection is a priority and applies to: 

1. Goods, Services, or Facilities 

o Offered in Jamaica to any person inside or outside Jamaica. 

o Offered outside Jamaica to any person in Jamaica. 

2. Definition of Consumer 

o Goods: Any individual acquiring goods for personal use or a business purchasing 

consumer goods. 

o Services or Facilities: Any person seeking or using services or facilities. 

Obligations of Suppliers in Electronic Transactions 

 

Suppliers must provide consumers with the opportunity to: 

• Review the entire electronic transaction. 

• Correct any errors. 

• Withdraw from the transaction before finalizing the order. 

• Access and reproduce an accurate summary of the order and its terms, including the total 

cost. 
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Fraudulent Transactions and Dispute Resolutions 

Cybersecurity Threats 

1. Identity Theft 

o Unauthorized use of personal information to commit fraud. 

2. Synthetic Identity Fraud 

o Creation of fake identities by combining real and fabricated data to access 

financial services or conduct fraudulent transactions. 

3. AI-Driven Fraud 

o Deepfakes: AI-generated videos or voice recordings used to impersonate 

individuals. 

o Personalized Phishing: AI-enabled campaigns targeting vulnerabilities to 

increase fraud success rates. 

o Fake Documents: AI tools generating convincing fake IDs, invoices, or 

contracts that evade traditional fraud detection systems. 

Twin Peaks Model Implementation 

The proposed Twin Peaks regulatory framework divides oversight responsibilities to enhance 

financial stability and consumer protection: 

• Bank of Jamaica (BOJ): Oversees prudential supervision for all bank and non-bank 

financial institutions. 

• Financial Services Commission (FSC): Focuses on market conduct and protecting 

consumers of financial services for all bank and non-bank financial institutions. 
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5 Authenticating Land Titles  

 

Legislation 

The following legislative frameworks govern land registration, cadastral mapping, and strata titles 

in Jamaica, ensuring clarity and legal integrity in property ownership and tenure: 

1. Registration of Titles Act (RTA) 

o The foundational legislation establishing the processes and requirements for 

registering titles to land. 

2. Registration of Titles (Amendment) Act, 2020 

o Introduced updates and amendments to the original RTA to modernize and 

streamline land title registration processes. 

3. Registration of Titles Cadastral Mapping and Tenure Clarification (Special 

Provision) Act 

o Provides systematic cadastral mapping and the clarification of land tenure to 

address historical ambiguities in land ownership. 

4. Registration of Titles Cadastral Mapping and Tenure Clarification (Special 

Provision) (Amendment) Act, 2020 

o Amended the Special Provision Act to enhance its effectiveness, incorporating 

updated procedures and technological advancements for cadastral mapping and 

tenure clarification. 

5. Registration (Strata Titles) Act & Regulations 

o Governs the registration and management of strata properties, ensuring proper 

legal framework for shared ownership, strata plans, and associated regulations. 

 

 



19 
Prepared by: Collin Brown, Research Analyst, JIFS – December 11, 2024  

5.1 Duties of the Registrar of Titles 

 

Ensuring Compliance 

• The Registrar must verify that all applications adhere to the requirements outlined in the 

RTA and other relevant laws. 

Refusal of Registration for Irregularities 

• If irregularities are evident on the application or if the facts known to the Registrar 

suggest that the application is improper, the Registrar has the authority to refuse 

registration. 

• Example: If a duly executed and stamped transfer instrument is submitted to change 

ownership of registered land, the Registrar must ensure that the document is acceptable 

for registration based on its content and presentation. 

Limited Scope of Inquiry 

• The Registrar is not obligated to investigate beyond the submitted application or delve 

into the nature and specifics of the dealings between the parties involved. 

Addressing Evidence of Fraud 

• If actual evidence of fraud (not merely an assertion) comes to the Registrar’s attention, 

they may lodge a Registrar’s Caveat to protect the integrity of the land registration 

process. 

Limitations of Registrar’s Authority 

• The Registrar’s power is confined to refusing registration when the facts at hand indicate 

improper dealings or irregularities on the face of the document. 

5.2 Fraud 

Fraud refers to a deliberate, willful act of deception or dishonesty intended to mislead others. In 

the context of land transactions, common types of fraud include: 

• Impersonation of the Registered Owner: Fraudsters deceive prospective purchasers or 

mortgages by posing as the legitimate owner. 
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• Use of False Identification: Impersonation is often facilitated through forged 

identification and other falsified documents to appear as the registered owner. 

• Forgery of Signatures: Signatures are forged, often accompanied by improper 

witnessing, to authenticate fraudulent transactions. 

• Falsified Lost Title Applications: Fraudulent applications are submitted to obtain 

replacement title documents. 

• Surrender of Forged Duplicate Certificates: Fraudsters may present forged duplicate 

certificates of title for surrender under Section 79 of the Registration of Titles Act (RTA). 

5.3 Applications Lodged at the Titles Office 

 

The Titles Office processes a variety of applications relating to land transactions and property 

management. Some categories are particularly prone to fraud and require heightened scrutiny: 

1. Applications to Register Unregistered Lands* 

o Used to formalize ownership of land not previously registered. 

2. Adverse Possession Applications* 

o Filed to claim ownership of land through continuous, unauthorized occupation 

over a statutory period. 

3. Notation of Marriages 

o Updates titles to reflect changes in marital status. 

4. Notation of Deaths 

o Records the death of a registered proprietor and updates ownership accordingly. 

5. Appointment of Executors/Administrators 

o Facilitates the transfer of property to heirs or executors in accordance with a will 

or estate administration. 
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6. Transfers* 

o Registers a change in ownership of land or property. 

7. Leases 

o Documents and registers agreements granting possession or use of property for a 

specified term. 

8. Mortgages 

o Registers financial security interests in property. 

9. Discharges of Mortgages 

o Removes the mortgage from the title upon repayment of the loan. 

10. Surrender Applications 

o Section 79 RTA*: Used to relinquish registered interest in land. 

o Subdivision (Section 77): Surrenders part of a property for subdivision. 

o Strata: Surrenders titles for the creation or modification of strata plans. 

11. Lost Title Applications* 

o Facilitates the replacement of lost or destroyed land title documents. 

*Applications marked with an asterisk have high incidences of reported fraud. These 

categories require meticulous verification to ensure legitimacy and protect the integrity of the 

land registration system. 

 

5.4 Lost Title Applications 

 

Lost Title Applications are processed under Section 81 of the Registration of Titles Act (RTA) 

to replace duplicate Certificates of Title that have been lost or destroyed. However, these 

applications are vulnerable to fraudulent activities, including the following: 



22 
Prepared by: Collin Brown, Research Analyst, JIFS – December 11, 2024  

1. Impersonation of the Registered Proprietor 

o Fraudsters file applications by falsely claiming to be the registered owner of the 

property. 

2. Forgery of Signatures 

o The application often includes forged signatures of the registered proprietor(s), 

which are falsely attested to by a Justice of the Peace. 

3. Precursor to Unauthorized Ownership Transfers 

o These fraudulent applications are typically the first step in illicitly transferring 

ownership of the property to another party. 

5.5 Transfers 

 

Transfers involve the use of transfer instruments to change property ownership, as 

regulated under Section 88 of the Registration of Titles Act (RTA). Unfortunately, these 

transactions are frequently targeted by fraudsters, employing methods such as: 

1. Forged Signatures and Identification 

o Fraudsters forge the signatures and identification documents of the registered 

proprietor(s). 

2. Falsified Witnessing by Justices of the Peace 

o The forged signatures are often attested to by a Justice of the Peace, lending an 

appearance of legitimacy. 

3. Unpaid Transfer Tax and Stamp Duty 

o Although transfer tax and stamp duty are not paid, the transfer instrument is 

falsified to appear duly stamped, and a counterfeit transfer tax certificate is 

presented. 

 

 



23 
Prepared by: Collin Brown, Research Analyst, JIFS – December 11, 2024  

 

4. Forged Duplicate Certificates of Title 

o In some cases, a fraudulent duplicate Certificate of Title is produced and 

submitted for registration. 

5.6 First Registration Applications 

 

First Registration is the process of registering unregistered land under Section 28 of the 

Registration of Titles Act (RTA). While this process is essential for formalizing land 

ownership, it is often exploited for fraudulent purposes, including: 

1. Registering Land Without Legal Interest 

o Fraudsters use this process to register land in which they have no legal interest or 

claim. 

2. Submission of Statutory Declarations from Fictitious Persons 

o False statutory declarations are submitted, often from non-existent individuals, to 

create the illusion of legitimate ownership or claims to the land. 

 

3. Use of Inaccurate or Misleading Information in Supporting Declarations 

o Statutory declarations from supporting declarants may include intentionally 

misleading or inaccurate details to facilitate the fraudulent registration of land. 

5.7 Adverse Possession Applications 

 

Adverse Possession Applications are made under Sections 85-87 of the Registration of Titles Act 

(RTA) when someone claims to have dispossessed the registered titleholder of their land. These 

applications are often subject to fraudulent activity, including: 
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1. Falsified Claims of Occupancy 

o Fraudsters submit applications claiming to occupy the property, despite having 

no legal right to it, to dispossess the rightful titleholder. 

2. Submission of Statutory Declarations from Fictitious Persons 

o False statutory declarations are provided by fabricated individuals to support the 

fraudulent claim of possession. 

3. Inaccurate or Misleading Supporting Declarations 

o Statutory declarations from supporting declarants may contain false or 

misleading information, further supporting the fraudulent application for adverse 

possession. 

5.8 Negligence in Witnessing 

 

Negligence in witnessing is a significant concern in land registration, particularly when 

instruments appear to be duly signed by a registered proprietor and are witnessed in 

accordance with Section 152 of the R.T.A. These documents are then submitted to the Titles 

Office for registration. Fraudulent activities and negligence in this process can manifest in the 

following ways: 

1. Forgery of Signatures 

o It is later discovered that the signatures on these instruments are forgeries, and 

the documents were improperly witnessed. 

2. Negligence in Attesting to Forged Signatures 

o Negligence can be cited as a valid cause of action when an attorney or a Justice 

of the Peace attests to the forged signature of a registered proprietor.  
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3. Damages for Loss Sustained 

o In such cases, damages are awarded when the loss suffered by the registered 

proprietor is identifiable and measurable, compensating for the harm caused by 

fraudulent transactions. 

5.9 Implications of Fraud 

 

Fraudulent activities related to land transactions under the Registration of Titles Act (RTA) 

have significant legal and financial implications. The following points outline the 

consequences: 

1. Transfer of Ownership and Irreversibility of Registration 

o The transfer of legal ownership or other interests in land under the RTA is 

completed upon the act of registration. Once land is registered, it cannot be 

unregistered, and similarly, once a dealing is registered, it cannot be reversed or 

cancelled unilaterally by the Registrar of Titles. 

2. Registrar’s Powers and Legal Limitations 

o The Registrar is a statutory officer, and the power to cancel dealings or de-

register land is not granted under the RTA. To challenge a registration based on 

fraud, evidence must be presented in court to determine whether actual fraud 

occurred. 

3. Indefeasibility of Title 

o In cases of fraud, for a successful challenge to be made, the fraud must be 

attributed to the person registered as the owner. If the registered owner does not 

know the fraud, they, and anyone claiming through them, will be protected under 

the principle of indefeasibility of title, which ensures that the registered 

titleholder’s ownership is secure. 
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4. Burden of Proof 

o The burden of proving fraud lies with the person alleging it. The owner of the 

property must provide evidence to show that fraud has been committed against 

them. 

5. Severe Hardship from Fraud 

o The perpetration of fraud can cause severe hardship to the person deprived of 

their land, resulting in financial loss, emotional distress, and legal challenges in 

reclaiming the property. 

5.10 Combatting Fraud  

 

The Titles Office has implemented several protocols to deter fraudulent applications related to 

land transactions. These protocols vary depending on the party applying and include various 

checks to ensure the legitimacy of transactions. 

Applications Not Submitted by an Attorney, Law Firm, or Financial Institution: 

• Requirements for Submission: 

o Copy of government-issued identification for all parties involved in the 

transaction. 

o A Form of Authorization (available on the Titles Office website). 

o A statutory declaration prepared by a Justice of the Peace (JP) who witnessed the 

instrument, with another JP required to witness the first JP's declaration (specific 

to Lost Titles). 

o A current passport-sized photograph of the applicant(s) (specific to Lost Titles). 
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Applications Submitted by an Attorney-at-Law, Law Firm, or Financial Institution: 

• Required Documentation: 

o The attorney or law firm must submit a letter on official letterhead, signed 

personally by the attorney or a partner in the firm, authorizing a bearer, clerk, or 

agent to submit or collect documents on their behalf. 

o The letter may apply to a single transaction, a group of transactions, or all 

transactions lodged by the attorney/law firm. 

o The ID of the bearer, clerk, or agent must be submitted with the letter, or the ID 

numbers must be stated in the letter. 

o Attorneys are encouraged to submit cover letters on appropriate letterheads when 

lodging any application. 

Due Diligence and Verification: 

• Identity Verification: 

o Attorneys, financial institutions, and laypersons are encouraged to exercise due 

diligence in verifying the identity of the person involved in the transaction. 

Available Checks at the Titles Office: 

1. Search Certificate: 

o A Search Certificate confirms that a registered proprietor can deal with the land 

specified in the certificate. 

o It shows all encumbrances (e.g., mortgages, leases, caveats, pending dealings) 

but does not indicate transactions not yet registered. 

o The certificate is signed by the Registrar or an authorized officer, with the 

official seal affixed. 
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2. Certified Copy of Original Certificate of Title: 

o Certified copies are issued by the Registrar or an authorized officer and 

authenticated with the official seal. 

o These copies are accepted as evidence by courts and can be used by the 

registered proprietor for various legal purposes, such as posting bail. 

o Certified copies show only registered transactions and not those in process. 

Cooperation with Law Enforcement: 

• The Titles Office fully cooperates with the Counterterrorism and Organized Crime 

Investigation Branch (Fraud Squad) of the Jamaica Constabulary Force (JCF). 

o Each reported case of alleged fraud is referred to the Fraud Squad, with witness 

statements and certified copies provided upon request. 

o The Titles Office maintains strong relationships with key investigative agencies, 

including: 

▪ Major Organized Crime and Anti-Corruption Agency (MOCA) 

▪ Ministry of Finance and Planning 

▪ Financial Investigations Division (FID) 

▪ Integrity Commission 

▪ Assets Recovery Agency 

5.11 Remedies 

 

If factual fraud is proven in court, several remedies and legal actions are available to restore 

justice and compensate those affected by fraudulent land dealings: 
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1. Cancellation of Fraudulent Transactions: 

o The court will order the Registrar of Titles to cancel the fraudulent transfer or 

other related fraudulent transactions. 

2. Reversion of Land Ownership: 

o Ownership of the land will revert to the person who was deprived of it due to the 

fraud, restoring their rights over the property. 

3. Damages for Deprivation of Land: 

o If the person who was deprived of the land cannot recover it, they may pursue an 

action for damages against the person who was fraudulently registered as the 

proprietor. 

4. Action Against the Registrar of Titles: 

o If the person who was fraudulently registered as the proprietor is dead, bankrupt, 

or cannot be located, the person deprived of the land may pursue an action for 

damages against the Registrar of Titles as the nominal defendant. 

5. Penalties for Fraud Perpetrators: 

o If the perpetrator of the fraud is convicted under the Registration of Titles Act 

(RTA) for any of the offences listed in the Act, they face a penalty of $1,000,000 

or imprisonment for 6 months. 

o Any Certificate of Title or transaction obtained through fraud will be voided 

following the conviction. 

6. Negligence Actions Against Witnesses: 

o A negligence action can be taken against the person who purported to witness the 

signature of the Registered Proprietor if their actions facilitated the fraudulent 

transaction. 
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6 Securing Identity: Combatting Fraud in Financial Transactions & 

Document Authentication 

 

Identity Fraud is the act of intentionally using someone else's personal information, such as their 

name, TRN, credit card details, or other identifying data, without permission, to gain financial, 

personal, or other benefits. 

Key Elements of Identity Fraud: 

• Deceptive Use. 

• Unauthorized Access. 

• Financial Gain 

6.1 The Financial Cost of Identity Fraud 

 

Global Losses from Identity Fraud: 

• Annually, global losses from identity fraud in the United States are estimated to cost 

approximately USD 50 billion. 

Prevalence of Identity Theft: 

• As of 2021, about 1 in 5 people (22%) had experienced identity theft at some point in 

their lives, highlighting the widespread nature of this issue. 

Increase in Fraud-Related Crimes in the Caribbean: 

• In 2022, Interpol reported a 30-40% increase in fraud-related crimes across the Caribbean 

in recent years, with identity theft being a significant contributor to the rise in fraud 

cases. 
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6.2 Emerging Threats in Identity Fraud 

 

Deepfakes 

• Deepfakes uses artificial intelligence (AI) to generate hyper-realistic, yet fake videos, 

images, or audio used to impersonate individuals. 

• How It Works: 

o Fraudsters create realistic videos or audio recordings of high-ranking executives 

(e.g., a CEO) to authorize fraudulent transactions or wire transfers. 

o Deepfake technology can mimic voices, enabling fraudsters to manipulate 

employees into granting access to sensitive systems. 

Social Engineering 

• This is the act of exploiting human psychology to deceive individuals into revealing 

confidential information. 

• How It Works: 

o Fraudsters use tactics such as phishing emails, impersonation, or baiting to 

manipulate victims into divulging sensitive data or performing security-

compromising actions. 

o Phishing: Involves sending fraudulent emails or text messages that appear 

legitimate, soliciting sensitive information like passwords, bank details, or credit 

card numbers. 

o Pretexting: Involves creating a convincing but fake scenario (e.g., pretending to 

be an internal auditor) to trick individuals into sharing confidential information. 
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6.3 Why Financial Institutions Are Targets 

 

Access to Sensitive Data 

• Financial institutions store extensive amounts of personal, financial, and corporate data, 

which are highly valuable to fraudsters. 

Access to Large Sums of Money 

• Fraudsters are driven by potential financial gain, making these institutions prime targets 

for identity theft and other financial crimes. 

High Transaction Volume 

• The constant and high volume of transactions provides numerous opportunities for 

fraudulent activities to go unnoticed. 

Digital Transformation 

• While digitization enhances efficiency, it introduces new attack surfaces. 

• Online services, mobile apps, and remote access tools are increasingly targeted by 

hackers and fraudsters seeking to exploit vulnerabilities. 

6.4 Document Authentication 

 

This is the process of verifying the legitimacy and authenticity of a document to ensure it has not 

been tampered with or falsified. 

Techniques Used: 

1. Physical Verification 

o Checking for official seals, signatures, and watermarks. 

2. Digital Verification 

o Using methods like encryption or biometric verification to confirm authenticity. 
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6.5 Strengthening Document Verification 

 

Checking Physical Documents 

• Examine documents for special features like holograms, watermarks, or micro printing to 

ensure authenticity. 

Optical Character Recognition (OCR) 

• Use OCR technology to scan and digitize paper documents, making it easier to verify 

their authenticity through automation and database comparison. 

Blockchain Technology 

• Leverage blockchain to verify documents, ensuring they remain tamper-proof after 

issuance. 

Multi-Factor Authentication (MFA) 

• Implement MFA by requiring multiple verification methods (e.g., a password and 

biometric scan) to ensure only authorized individuals can access or approve documents. 

AI and Machine Learning 

• Utilize AI algorithms to detect alterations or inconsistencies in documents that may be 

invisible to human reviewers, such as differentiating between scanned and digitally 

manipulated IDs. 

Regular Audits and Updates 

• Periodically review and update document verification processes and technologies to stay 

ahead of evolving fraud tactics. 

6.6 Document Fraud 

 

Document fraud involves criminals manipulating or counterfeiting identification documents to 

gain unauthorized access to services or funds. 
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1. Fake Passports and IDs 

o High-quality counterfeit passports or IDs are used by fraudsters to bypass 

security checks at borders or financial institutions. 

2. Invoice Fraud 

o Fraudsters manipulate invoices or receipts to divert funds, often by: 

▪ Altering payment details. 

▪ Creating fake companies to legitimize fraudulent transactions. 

These tactics highlight the critical need for robust verification and anti-fraud measures. 

 

6.7 The Role of Technology in Fraud Prevention 

 

1. AI / Fraud Detection Software 

• Detects anomalies in transactions and flags suspicious activities in real time, enabling 

immediate responses. 

2. Biometrics 

• Utilizes fingerprint scanning, facial recognition, and retina scans for user authentication, 

making unauthorized access significantly harder. 

3. Blockchain 

• Provides tamper-proof solutions by creating an immutable record of documents and 

transactions. 

4. Digital Signatures 

• Verifies the authenticity of documents, ensuring they remain unaltered. 

5. Risk Assessment Tools 
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• Analyzes factors like customer behavior and geographical location to assess fraud risks, 

enabling informed decision-making. 

6.8 Building Resilience - The Three Pillars of Fraud Prevention 

 

1. Technology 

o Incorporate advanced tools such as AI, biometrics, and blockchain to enhance 

security. 

2. Process 

o Implement robust document verification and continuous monitoring systems to 

detect and prevent fraudulent activities. 

3. People 

o Emphasizes continuous training and awareness campaigns to ensure individuals 

are equipped to recognize and mitigate fraud risks. 

6.9 Recommendations for Financial Institutions 

To enhance security and combat fraud, financial institutions should implement AI-powered 

identity verification systems to ensure robust and accurate customer identification. Ongoing staff 

training is crucial for equipping employees to detect phishing attempts and identify fake 

documents effectively. Simulated fraud scenarios can also be utilized to test institutional 

readiness and improve response strategies. Additionally, the adoption of biometric technology for 

customer onboarding can add an extra layer of security. Regular fraud risk assessments are 

necessary to identify vulnerabilities and address emerging threats. Lastly, collaboration with 

regulators and law enforcement agencies is vital to stay ahead of sophisticated fraud tactics and to 

ensure compliance with evolving security standards. 

 

 

 



36 
Prepared by: Collin Brown, Research Analyst, JIFS – December 11, 2024  

7 Examining Jamaica TRN and Driver’s Licenses 

 

Features of TRNs 

• Structure: TRNs are nine-digit numbers, e.g., 100-136-158 (individuals) or 000-005-693 

(organizations). 

• Sequence: TRNs do not follow a predictable counting sequence. 

• Suffixes: A TRN can have a four-digit suffix, e.g., 125-456-897–0001, indicating a 

business or branch. 

Provisional TRNs 

• Prefixed by "P," e.g., P125-456-897. 

• Issued temporarily and expires after three months without cards or certificates provided. 

Verification of TRNs 

• Requests for TRN verification must be sent to the Commissioner General, Tax 

Administration Jamaica. 

7.1 Difference Between TRN and NIN 

1. Separate Numbers: 

o TRN is for tax matters, while NIN is for national identification. 

2. Shared Numbers 

o If a person has both, the same nine-digit number is used. 

3. Separate Applications: 

o Application processes for TRN and NIN are independent. 

7.2 TAJ’s Role in Application Process 

 

• Verification of TRNs: Confirms existing TRNs and checks for duplication. 

• Communication with NIRA: Provides verification results, enabling NIRA to issue NINs 
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7.3 Jamaican Driver’s License 

 

1. Integration 

• Linked with TRN for cross-checking and verification. 

2. Updates as of February 1, 2023 

• Motorcycles: Class A 

• Private: Class B 

• General: Class C 

3. Security Features 

• Includes contour lines, bar codes, and specific font sizes 

7.4 Spotting Discrepancies 

 

1. Physical Issues: 

• Coat-of-arms or bar code appears too dark. 

2. Incorrect Elements: 

• Apostrophes instead of teardrops. 

• Misalignment of serial and control numbers. 

7.5 If Fraud is Suspected 

 

1. Steps: 

o Scan and email suspected documents to the relevant manager. 

o Verify against the TAJ database. 
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