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1. Introduction 

_____________________________________________________________________________ 
This report presents a detailed summary and analysis of the key presentations and discussions 

from the recent Anti-fraud seminar held on July 11, 2024. The seminar saw the congregation of 

industry experts, financial professionals, and security specialists to explore the multifaceted 

ecosystem of fraud, the evolving threats to the financial sector and the latest strategies for 

prevention and mitigation. The main objective of the seminar was to enhance the understanding 

of the social, cultural and technological dynamics that contribute to fraud and to provide 

actionable insights for building a more resilient financial system. The presentations and 

discussions covered an array of topics from the underlying causes of fraudulent behavior to 

advanced cybersecurity measures and organizational strategies for fraud prevention.  

Key themes addressed in this seminar included:  

1. The impact of power dynamics and social perception of fraud. 

2. The evolution of fraud types and the most recent high-profile case in Jamaica. 

3. Predictive insights on emerging threats such as loan fraud and synthetic identification. 

4. Best practices for building a fraud-resilient organization with a focus on continuous 

learning and technological integration.  

5. Comprehensive approaches to endpoint security and threat detection.  

6. Practical recommendations for enhancing ABM security and customer service standards. 

The aim of this report is to serve as a valuable tool for financial institutions, policymakers and 

stakeholders committed to safeguarding financial integrity and combatting fraud effectively. The 

insights and recommendations presented herein are based on the expertise of leading personnels 

in the financial and security sectors with the intention to support strategic decision-making and 

the development of robust anti-fraud frameworks within organizations. 
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2. The Social and Cultural Dynamics of Fraud   

 

Presenter: Dr. Herbert Gayle, Social Anthropologist 

____________________________________________________________________________ 

Power dynamics plays a critical role in the inception and perpetuation of fraud. When individuals 

or groups possess substantial power there is a heightened risk of fraudulent behavior due to lack 

of checks and balances. This unchecked power can lead to corruption, creating cyclical problems 

that are difficult to break. As it relates to financial institutions, particularly banks, there exists the 

perception of banks as enemies of the poor. This viewpoint stems from historical and ongoing 

grievances where financial institutions are seen as prioritizing profit over the welfare of less 

affluent communities. Such perceptions can lead to a lack of trust and an increased likelihood of 

fraudulent activities against banks as acts of resistance or survival. In societies where corruption 

and fraud are prevalent, there may be cultural acceptance or resignation to such practices. This 

cultural acceptance can undermine efforts to combat fraud, making it essential for anti-fraud 

strategies to consider and address these cultural factors. 

2.1. Implications: 

1. Increased Risk of Corruption: 

• Unchecked power and lack of accountability can lead to widespread corruption. 

2. Distrust in Financial Institutions: 

• Perceived adversarial relationships between banks and the poor can erode trust 

and cooperation. 

3. Cultural Challenges to Prevent Fraud: 

• Cultural acceptance of fraud can hinder the effectiveness of anti-fraud measures. 

2.2. Recommendations: 

1. Comprehensive Training Programs: 

• Regularly educate employees on ethical behavior and the severe consequences of 

engaging in fraud. 

2. Foster a Culture of Integrity: 

• Promote ethical standards and accountability within organizations, ensuring that 

power is balanced and checked. 

3. Enhance Transparency and Accountability: 

• Increase operational transparency and implement robust accountability 

mechanisms to prevent fraudulent behavior. 

4. Community Outreach Programs: 

• Engage with the community to build trust and educate the public on financial 

integrity and the role of banks in fostering economic stability. 

5. Address Cultural Factors: 

• Develop anti-fraud strategies that consider cultural norms and work to change 

perceptions and acceptance of fraudulent behavior. 
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3. The Evolution of Fraud 
 

Presenter: Mr. Dane Nicholson, Co-chair, JBA Anti-Fraud Committee 

___________________________________________________________________________ 

 

The evolution of fraud can be traced back to the third BC. The first case of fraud that was 

recorded in Jamaica was debit card fraud in the year 2004. The historical perspective of fraud 

underscores the persistent and evolving nature of fraudulent activities. There are various types of 

frauds, including skimming, wire transfer fraud, cheque fraud, e-commerce fraud, romance 

scams, BIN attacks, online banking fraud, identity theft, employment fraud, medical fraud, 

property fraud, and online fraud such as phishing, which has seen an increase in Jamaica since 

COVID-19. As the various types of frauds evolve so does the devices used from grabbers and 

door access swipes to dip readers, pinhole cameras, card readers, keypad overlays, deep insert 

skimmers, shimmers, ATM card trapping, ATM logical attacks (jackpotting, black box attacks 

etc), and physical attacks. 

3.1. Recent Fraud Case: The most recent fraud cases in Jamaica, involved an employee stealing 

74 million JMD and received a sentence of 2 years in prison. Such lenient sentences send the 

wrong message and require stricter legislation with minimum sentences of at least 10 years 

for breaches of fiduciary responsibility. 

3.2. Emerging Threats: Future threats, including triangulation fraud, loan fraud, and synthetic 

identification, will pose significant risks to the banking system in Jamaica. Therefore, it is 

being emphasized that financial institutions begin to utilize video validation over static 

validation to combat deep fakes as well as implement measures to combat cryptocurrency 

scams and find a balance between customer experience and security. 

3.3. Implications: 

1.  Legislative Impact: 

• The lenient sentencing in fraud cases undermines deterrent efforts. Stricter 

legislation and penalties are needed to reinforce the seriousness of fiduciary 

breaches. 

 

2. Technology Adoption: 

• Adopting advanced security technologies and practices is essential to stay ahead 

of evolving fraud techniques. This requires continuous investment and innovation. 

 

3. Collaboration and Information Sharing: 

• Collaboration among financial institutions and information sharing are critical in 

combating emerging threats like synthetic identification fraud. A unified approach 

will enhance the industry’s resilience. 
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3.4. Recommendations: 

1.  Advocate for Stronger Legislation: 

• Financial institutions should lobby for legislative changes to impose stricter 

penalties on individuals committing fraud, particularly those in positions of trust. 

2. Invest in Advanced Security Technologies: 

• Regularly update and invest in the latest security technologies and practices to 

protect against sophisticated fraud techniques. 

3. Foster Industry Collaboration: 

• Encourage and participate in industry-wide collaborations and information-

sharing initiatives to stay informed about emerging threats and effective 

countermeasures. 
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4. Building a Fraud Resilient Organization 
 

Presenter: Ms.  Mirabel Corrales, Director Risk Services, VISA  

__________________________________________________________________________ 

4.1. VISA Payment Promises: VISA’s committed to providing secure and frictionless payment 

experiences. The emphasis is being placed on balancing robust security controls with 

minimal transaction friction, ensuring customers receive seamless and secure financial 

interactions. 

VISA states four key components in securing the payment ecosystem: 

1. Protect: Implement real-time countermeasures and secure technologies. 

2. Defend: Use actionable intelligence and compliance programs to defend against potential 

threats. 

3. Evolve: Adapt capabilities in response to a shifting landscape, securing new channels and 

flows. 

4. Tailor: Tailor strategies to meet the specific needs of different sectors and threats. 

4.2. Evolving Capabilities: The need to evolve capabilities in response to a shifting landscape is 

crucial. This includes securing new channels and flows, enhancing consumer education, and 

benefiting from the evolution of digital payments. Continuous adaptation is necessary to keep 

pace with emerging threats and technologies. A threat report is published biannually, 

providing insights into emerging fraud trends and recommended actions. This report serves 

as a valuable resource for financial institutions to stay informed about the latest 

developments in fraud prevention. 

4.3. Key Takeaways to Building a Fraud Resilient Organization: 

1. Keep and Encourage a Learning Culture: Promote a culture of continuous learning 

and development focused on fraud prevention and security awareness. 

2. Define Risk Appetite with Sales and Risk Teams: Collaborate with sales and risk 

teams to define a risk appetite that balances business objectives with security controls. 

3. Design and Periodically Update a Fraud Prevention Strategy: Regularly review and 

update fraud prevention strategies to adapt to new threats and leverage the latest 

technologies. 

4. Implement Fraud Prevention Tools and Monitoring Processes: Utilize advanced tools 

and continuous monitoring to detect and prevent fraudulent activities. 

5. Provide Continuous Training: Ensure employees at all levels receive ongoing training 

on emerging threats and effective countermeasures. 

6. Develop a Comprehensive Fraud Response Plan: Create a detailed plan for responding 

to fraud incidents quickly and effectively. 

7. Leverage Technology Effectively: Use the latest technologies to enhance fraud 

detection and prevention capabilities. 
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4.4. Implications: 

1. Organizational Resilience: 

• Building a fraud-resilient organization requires a holistic approach that integrates 

robust security measures with a seamless customer experience. Institutions must 

be agile and adaptive to evolving threats. 

2. Importance of Education: 

• Continuous education and training are critical in maintaining an organization's 

readiness to combat fraud. Employees at all levels must be aware of emerging 

threats and effective countermeasures. 

3. Strategic Alignment: 

• Aligning risk appetite with business goals ensures that security measures are 

balanced with operational efficiency and customer satisfaction. 

4.5. Recommendations: 

1. Foster a Learning Culture: 

• Encourage ongoing learning and development initiatives focused on fraud 

prevention and security awareness across the organization. 

2. Define and Align Risk Appetite: 

• Work collaboratively with sales and risk teams to define a risk appetite that 

supports business objectives while ensuring robust security controls. 

3. Regularly Update Fraud Strategies: 

• Periodically review and update fraud prevention strategies to adapt to new threats 

and leverage the latest technologies and best practices. 

 

 

 

 

 

 

 

 

 

 



8 
 Financial Services Training Institute                                             Research Club                               Finance Club 

5. Cybersecurity: Endpoint Security & Threat Detection 
 

Presenter: Mr. Anthony Zamore, Director, PwC Trinidad & Tobago 

____________________________________________________________________________ 

The current cybersecurity landscape shows the emergence of advanced persistent threats (APTs) 

and ransomware-as-a-service. These evolving threats require robust and adaptive security 

measures to protect against sophisticated cyber-attacks. Cyber devices have evolved 

progressively from early antivirus solutions based on signature-based detection to more 

advanced systems. This evolution includes advanced anti-virus and anti-malware programs, 

Endpoint Detection and Response (EDR), and Extended Detection and Response (XDR) 

systems, reflecting the need for more sophisticated defenses as cyber threats evolve. 

 

5.1. Impact of Cybercrime: Cybercrime caused an estimated $9.5 trillion in global damages in 

2024. Jamaica experienced millions of cyber-attack attempts, underscoring the prevalence of 

cyber threats in the Caribbean. This highlights the critical need for enhanced cybersecurity 

measures in the region. 

5.2. Categories of Cybercrime 

Cybercrime can be defined in four main categories: 

1. Cyber Trespassing: Unauthorized access to systems and networks. 

2. Cyber Deception and Theft: Fraudulent activities aimed at stealing information or assets. 

3. Cyber Porn and Obscurity: The distribution of obscene or illicit content. 

4. Cyber Violence: Cyberbullying, harassment, and threats. 

5.3. Defense Evolution: The evolution of defense mechanisms from the 1980s to the present was 

outlined. This includes: 

• Signature-based detection in early antivirus solutions. 

• Advanced anti-virus and anti-malware systems. 

• Endpoint Detection and Response (EDR). 

• Extended Detection and Response (XDR). This evolution emphasizes the importance of 

adapting to new threats and technologies to stay ahead in cybersecurity. 

5.4. Techniques to Enhance Security 

1. Reduce Your Attack Surface: 

• Minimize the number of entry points for attackers to access the system. 

2. Reduce the Dwell Time: 

• Decrease the time an attacker remains undetected in the system. 

3. Limit the Blast Radius of Unauthorized Access: 

• Contain and minimize the impact of a breach to prevent widespread damage. 

4. Build IT and Cyber Resilience: 

• Strengthen the ability to recover and continue operations after a cyber incident. 
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5.5. Implications: 

1. Increased Cyber Threats: 

• The rising prevalence of cybercrime necessitates continuous advancements in 

cybersecurity measures. Financial institutions must stay ahead of threats to protect 

their networks and data. 

2. Financial Impact: 

• The significant financial impact of cybercrime highlights the need for robust 

investment in cybersecurity infrastructure and practices. 

3. Organizational Readiness: 

• Organizations must enhance their readiness and resilience to cyber threats by 

adopting advanced detection and response systems and maintaining a proactive 

security posture. 

5.6. Recommendations: 

1. Invest in Advanced Cybersecurity Systems: 

• Adopt the latest cybersecurity technologies, including EDR and XDR, to enhance 

threat detection and response capabilities. 

2. Enhance Cyber Resilience: 

• Implement strategies to reduce the attack surface, dwell time, and blast radius of 

unauthorized access. Build IT and cyber resilience to minimize the impact of 

cyber incidents. 

3. Continuous Education and Training: 

• Provide ongoing education and training to employees about the evolving cyber 

threat landscape and effective security practices. 
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6. ABM Securities and Customer Service Standards 
 

Panelists: Dr. Jide Lewis Deputy Governor, Financial Institutions Supervisory Division Bank of 

Jamaica, Mr. Edmundo Jenez Chief Executive Officer, J.E.T.S Limited, Mrs. Anne McMorris 

Cover, JBA operations committee, Mr. André Mclean, President of Berylium limited/Group 

Director, Guardsman group   

The Minimum Automated Banking Machines Service Level Standards were published by the 

Bank of Jamaica on April 2nd, 2024. The new standards aim to create a broad framework that 

represents consumer protection for Jamaicans who use financial services. A “perfect storm” 

inclusive of recent events, such as a tax on ABM machines, currency changes, and the 

replacement of old machines, created a necessity for the new standards with an overall objective 

to address public dissatisfaction and focus on consumer-relevant issues. 

 

6.1. Key Areas Covered by the Standards:  

1. Availability of Cash: 

• Ensuring consistent and reliable access to cash at ABM machines. 

2. Maintenance and Management of Disruption of Service: 

• Implementing effective strategies to minimize and manage service disruptions. 

3. Fraud Minimization: 

• Establishing measures to reduce the risk of fraud at ABM machines. 

4. ABM Fees and Charges: 

• Standardizing fees and charges associated with ABM usage. 

5. Deployment of Machines: 

• Strategically placing machines to maximize accessibility and convenience. 

6. Safety and Security of Customers: 

• Enhancing the safety and security measures for customers using ABM machines. 

7. Accessibility and Ease of Use: 

• Ensuring machines are user-friendly and accessible to all customers, including 

those with disabilities. 

6.2. Industry Implementation and Challenges: All banks endorse the collective standards with 

many meeting or partially meeting said standards. Banks are actively engaging with 

implementation teams to assess their current compliance, develop roadmaps and 

implementations plans. These plans involve technological, security, and infrastructural 

changes. Feedback has also been provided to the Bank of Jamaica on measures that may 

prove challenging to implement. 

6.3. Implications: 

1. Enhanced Consumer Protection: 

• The new standards aim to significantly improve consumer protection in the 

banking sector, addressing key areas of concern for the public. 

2. Industry-Wide Compliance: 
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• Banks are working towards industry-wide compliance with the new standards, 

which will lead to a more consistent and reliable banking experience for 

consumers. 

 

3. Operational Adjustments: 

• Financial institutions will need to make operational adjustments, including 

technological upgrades and security enhancements, to fully meet the standards. 

6.4. Recommendations: 

1. Collaborative Efforts: 

• Banks should continue to collaborate with regulatory bodies and industry peers to 

ensure a smooth implementation of the new standards. 

2. Investment in Technology: 

• Financial institutions should invest in advanced technologies to meet the new 

requirements, particularly in areas such as fraud prevention and customer security. 

3. Public Communication: 

• Clear communication with the public regarding the new standards and their 

benefits will help to build trust and ensure customer support. 

4. Ongoing Review and Feedback: 

• Establish a mechanism for ongoing review and feedback to continually refine and 

improve the standards based on practical implementation experiences. 

 

This edition of the JBA JIFS Anti-Fraud seminar was held on July 11, 2024, at the Terra Nova 

All-Suite Hotel Jamaica.  

-THE END- 


